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EXECUTIVE SUMMARY 

This document presents two main concepts developed within the tasks 1.2 and 1.3: 

- Software architecture for decentralized energy management systems (T1.2) 

- Tools for planning and design of new scalable decentralized energy systems 

(T1.3). 

Within the T1.2 the software architecture was designed, which includes three main 

systems: VPP, DHEMS, and the BMS. 

VPP is a virtual power plant platform that provides different functionalities to 

enable data exchange, forecasting (needed to provide reliable service to the TSO), 

control etc. The platform will simulate market data and TSO setpoint to provide an 

authentic scenario. The VPP is aggregating the flexibility resources at a high level 

and is close to the electricity markets, thus aggregating the flexibility, forming 

products, bids, and activations. VPP is directly communicating with the cloud 

DHEMS as well as the BMS. 

The DHEMS provides control of generation, storage, and load, and has direct access 

to all the connected distributed units and their status. The cloud DHEMS manages 

the commands and set points received from the VPP, and is connected to multiple 

local DHEMS that are in charge of distributing set points and commands between 

the local assets. DHEMS provides active and reactive power control of the 

connected resources, and is compatible with TSO/DSO or VPP control, to receive 

the incoming set point which is then distributed between the individual assets. 

The BMS is the local storage system controller which means to be in charge of 

executing any power set point or command, monitoring its state and reporting data 

to upper controllers, keeping the storage in a safe operating area, etc.  

Cybersecurity measures of the whole architecture are also being considered, and 

will be evaluated to ensure proper operation and data security, while putting 

special focus to communication lines. The related risks analysis and the 

countermeasures will be explored in associated task 5.5. 

Two different communication protocols are used within the defined architecture. 

Communication pathways between the VPP and the cloud DHEMS, as well as cloud 

DHEMS connection to local DHEMS, use IEC 60870-5-104 communication standard. 

Connection between VPP and BMS, as well as local DHEMS and BMS is accomplished 

using Modbus TCP standard. Using standard communication protocols, that are 

widely used within the energy sector, and providing a transparent system leads to 

interoperable solution that enables connection of variety of different users. 

Regarding the T1.3, it has been presented a practical case of a District system 

which evaluates the integration of a PV system with BESS and without BESS with 
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the same installed capacity. The architecture used to develop this analysis is 

presented in T2.2 / WP2. The example presents the economic benefits obtained 

when substituting a fraction of the PV system by a BESS, which achieves a lower 

Levelized Cost of Energy.  

A generalized model to evaluate the converter efficiency during operation is also 

included. 
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1. INTRODUCTION 

 PURPOSE AND TARGET GROUP 1.1.

The purpose of this document is to specify the architecture of the interoperable 

TALENT solution for any decentralized energy system, and to describe the tools for 

planning and design of new scalable decentralized energy systems. 

The whole control solution for TALENT concept is completely defined in this 

deliverable, by defining the scope and the requirements for future tasks and work 

packages. 

The D1.2 combines the tasks T1.2 and T1.3 and the related work. Therefore, the 

aim of this deliverable is twofold, first the unified TALENT control architecture for 

decentralised energy systems is defined, which is covered in section 2, second is 

the definition of tools for planning and the design of new scalable decentralized 

energy systems, which is covered in section 3. 

 CONTRIBUTIONS OF PARTNERS 1.2.

Contribution of partners can be followed from the table 1. 

 

 RELATION TO OTHER ACTIVITIES IN THE PROJECT 1.3.

The following Table 2 depicts the main relationship of this deliverable to other 

activities (or deliverables) developed within the project and that should be 

considered along with this document for further understanding of its contents. 

TABLE 2: RELATION TO OTHER ACTIVITIES IN THE PROJECT 

DELIVERABLE  RELATION  

D2.2 Related to task 1.3. Tool for the optimization of the 

energy storage system 

D5.1 Related to task 1.2. Description of the software 

architecture implementing the interoperability and SaaS 

capacities of the DHEMS 
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2. UNIFIED SOFTWARE ARCHITECTURE FOR DECENTRALISED 

ENERGY SYSTEMS 

TALENT concept envisages a future grid where many energy producers of very 

different power ranges, geographically isolated hybrid plants, collaborate for a 

sustainable energy system in which the high penetration of renewable sources 

makes that electric batteries become a key component for the stability of the grid.  

The following Figure 1 shows the control architecture of the TALENT solution, 

which will permit the use of the Virtual Power Plant (VPP) controller 

communicating with the energy market in order to generate the energy dispatch 

and generate energy asset’s forecast. The distributed architecture is following the 

paradigm of edge computing and is thus efficiently using computer power, whereas 

allowing for better system optimization. The VPP is simulating the signals from 

energy market as well as communicating with the cloud part of the Distributed 

Hybrid Energy Management System (DHEMS). DHEMS is in charge of distributing 

active and reactive power set points for the point of common coupling (PCC) of 

several local DHEMS, several Battery Management Systems (BMS) and several 

Distributed Network Operators (DNO). Those energy production sites are controlled 

locally by the DHEMS local control, in charge of distributing the production 

between all assets of each site. In addition, the DHEMS is not mandatory, because 

energy production sites can be controlled directly from the VPP. Having DHEMS as a 

part of the solution is especially beneficial for management of local devices, by 

incorporating additional control loops and solving local optimization problems. 

Thus, both alternatives will be researched and developed in the TALENT project.  

This solution will enable operation of several hybrid plants and storage systems 

with the same purpose — gaining stability of the grid. Thus, an increase of the 

renewable resources penetration in the grid will be permitted. 
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FIGURE 1: TALENT CONTROL SOLUTION ARCHITECTURE 

The selection of the communication protocols and the interface variable list is a 

key factor for this project ensuring the safest and most effective operation of the 

whole system. The communication protocols and the structure of the software 

architecture defined in this project will enable integration of various users with 

different profiles. This will be done by development of interoperable modules 

which will enhance the management of decentralized energy resources. 

Interoperable system as a service (iSaaS) will extend the DHEMS solution and 

present a universal system that will as such reduce the costs of power grid 

integration. Thus, connection of different resources will be promoted, although 

their communication requirements can vary considerably. 

Due to the communication over the internet, cybersecurity is a key component in 

this kind of solutions, where the techniques of protecting computers, networks, 

programs and data from unauthorized access or attacks that are aimed for 

exploitation. 

The control architecture has been designed to cover the three different levels of 

the TALENT proposal, namely Utility-scale, District-level and Building (Multi-home). 

The requisites for the different scenarios can be summarized as follows: 

 Utility-scale: For this infrastructure, the DHEMS shall be installed at the 

transformer station with a local industrial communication network shared 

with the battery BMS. This DHEMS shall also be able to communicate with 
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the VPP, which itself will receive the instructions from the DNO in order to 

send the set points to the DHEMS. Thus, the DHEMS will communicate with 

the close control unit (e.g., field-programmable gate array (FPGA)) of the 

power converter in order to establish the power setpoints to be fed or 

absorbed to/from the grid. 

 District-level: In this level, the DHEMS shall be integrated at transformation 

center level. According to the classical grid control architecture, the DHEMS 

will be required to run the secondary control, being the internal power-

converter control in charge of the primary control. The DHEMS will be 

integrated to the DNO control system and needs to communicate to the VPP 

for tertiary level control. 

 Multi-home: For the multi-home scenario, the architecture shown in Figure 5 

is proposed. The proposed system is organized in different levels. 

 The building internal control is connected to the interlinking converter 

and is responsible for the internal control of the distributed generation, 

energy storage, and critical loads. This control is built by basic 

distributed controllers that can be commanded from the DHEMS installed 

at the transformation center. Wireless approach could be used with 

appealing standard protocols such as Wi-SUN FAN and LoRaWAN. For that 

to be supported, the DHEMS has to incorporate this protocol 

implementation 

 The DHEMS is the second layer of the control system. It manages a set of 

buildings that incorporate heterogeneous generation sources, 

controllable loads and energy storage according to different criteria of 

stability, efficiency, cost, maintenance, environmental and power flow 

requirements. At the hierarchical level it is installed at the 

transformation center. The DHEMS can access the status of all the energy 

sources within the building and, when installed, at the central energy 

storage at the transformation center level. Additionally, it could act as a 

local aggregator in the energy exchange proposed in TALENT and 

incorporate other exogenous data sources like weather data streams.  

 The VPP can be defined as the third control level and the last considered 

in the TALENT proposal. It allows the next-level aggregation (multiple 

transformation centers) considering different flexibility resources (loads, 

distributed generators and storage) into a clean energy asset. Thus, all of 

the VPP participants interact with each other in order to behave as one 

unit. VPP improvements include improved reactive control and spinning 

reserve, fast frequency regulation, peak demand reduction and a smarter 

voltage control. The main difference between DHEMS and VPP is that 

DHEMS is close to the physical layer (local controls of generation, storage 
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and loads that guarantee the stability of the grid), while VPP is close to 

the electricity markets (aggregating flexibility, forming products, bids, 

and activations). The DHEMS and the VPP will be integrated to exchange 

data, P2P information and/or complement each other. 

 The architecture of the Talent solution and the VPP’s function in the 

building/multi-home scenario are presented in Figure 2. 

 

  

FIGURE 2: SIMPLIFIED MULTI-HOME ARCHITECTURE 

 

 VPP CONTROL FEATURES 2.1.

This section specifies the underlying information and communications technology 

(ICT) for the VPP platform that will be used within the project. Different 

platforms, hardware (HW) and software (SW) environments would be a possible 

choice. We will use the available and already existing flexibility platform 

cyberNOC, a VPP platform that will be provided by the cyberGRID. The reason for 

its use is its availability, possibility for further development in line with project 

goals, as well as the fact that it already includes multiple well-developed 

functionalities needed for the successful operation and signal communication. 

The VPP is an ICT platform, which is in most cases used by the retailers, 

aggregators, etc. for providing ancillary services to the transmission system 

operator (TSO). The ancillary services are one of the system critical services run by 

the TSO to maintain the stability of the entire power grid in general. Because this 

service is so important for human well-being, the TSO demands the service to be 

the highest quality possible. In the history, such services were provided by the 

conventional power plants, which main job is to provide the electricity. Besides 

electricity, they were also flexible enough to increase or reduce their electrical 
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generation upon the request of the TSO which is the reaction to provide the 

equilibrium (between power generation and consumption) on the power grid. 

Nowadays many TSOs around European Union (EU) introduced the VPP platform 

concept. The VPP aggregates smaller flexibility energy assets, such as commercial 

and industrial (C&I), renewable energy sources (RES), storage, etc. in the domain 

of the local TSO, which are flexible enough so they can together in the portfolio 

provide reliable service to the TSO. 

The platform is based on the latest information technologies while using 

microservices architecture approach. The required interaction between the 

different third parties and the flexibility assets will be managed by application 

programming interfaces (APIs), thus ensuring interoperability, wide coverage of 

different asset types and high operational efficiency. 

The cyberNOC is a web-based platform that collects data about the availability of 

the flexibility service providers, connects with energy and other markets on one 

hand and with the TSO control centers on the other, while sending aggregated data 

to the TSO for the validation purposes and receives back control signals. 

Furthermore, this platform has additional functionalities, such as forecasting and 

predictions tools to help assess the flexibility of the portfolio. 

The following section explains how the cyberNOC is structured and what are its 

building blocks.  

 

 DEFINITION 2.1.1.

2.1.1.1 IT ARCHITECTURE 

As mentioned above, the cyberNOC is build using microservice architecture 

approach where each functionality is introduced as a separate module 

(microservice). 

Each microservice performs a specific subset of global functionality and interfaces 

with other microservices using well defined and documented programming 

interfaces. Interfaces must be separated from the implementation, at least in the 

sense they represent the only dependencies between services. This means that the 

services do not require knowledge of the details of the implementation of other 

services in order to make use of their functionality. They only need to know their 

interfaces. The way these interfaces are implemented does not matter as long as 

the interface API’s are respected. Another important fact when defining 

microservice is that interactions between them via interfaces are stateless, 

whenever possible. This bears important consequences upon the availability of the 

services (if one microservice instance fails, another instance can take over) and 



 

 

 

 

 

17 

their scalability (an increased load can be sustained by creating new microservices 

instances). 

The automatic frequency restoration reserve (aFRR) aggregation platform is built 

by using multiple modules (business logic) which are developed and defined as 

microservices. 

The technologies used within cyberNOC are: 

 Web interface – Django and Python, Angular 

 Background processes –JavaEE 

 Business logic – JavaEE 

 IoT connections – JavaEE 

 B2B connections – JavaEE 

 Databases – MongoDB, MySQL, Redis 

 Queuing mechanisms – RabbitMQ 

 Lightweight framework for JavaEE microservices – KumuluzEE 

 Application development and hosting platform – Linux distribution 

 Automatization and orchestration – automation of the deployment and 
updating the platform 

 

2.1.1.2 SOFTWARE MODULES 

In general, the following software modules will be introduced in the TALENT 

project: 

 User interface 

 Data exchange modules 

 Forecasting modules 

 Unit commitment modules 

 Control modules 

Based on the needs, this module distinguishes themselves with the so-called 

flavours and can be further broken down. 

2.1.1.2.1 USER INTERFACE – UI MODULE 

The user interface module is used by the operators and the energy asset owners to 

provide the user the visual information about the results and monitor the portfolio 

of various energy assets. Also, a user can configure the desired behaviour of the 

cyberNOC by setting various configuration properties. The example of user 

interface is presented in Figure 3. 
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FIGURE 3: CYBERNOC WEB USER INTERFACE 

2.1.1.2.2 DATA EXCHANGE MODULE 

CyberNOC offers different standardised communication protocol exchange. 

The Data exchange module is in charge of establishing and maintaining connectivity 

to the demand response (DR) and distributed generation (DG) field units, which 

were contracted by the aggregator to work as a portfolio providing various 

flexibility services to TSO through such platform. Before such field unit is 

connected to the data exchange module it would need to be equipped with a 

dedicated ICT device and follow certain rules defined by the aggregator. The ICT 

device would enable the data exchange module to establish a communication 

channel with the electrical load(s) or generator(s) and send or receive the data. 

Data set that needs to flow from field unit to data exchange module is: 

 Metering data; Real-time measured data. 

 Forecasting data; Available flexible capacity which could potentially be used 
for aFRR service (optional). 

 Availability signal; Signal, which would represent that unit is available or 
unavailable for aFRR service due to unforeseen events (optional). 

 Baseline data or Field Unit schedule (optional). 
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 Above mentioned data are measured or calculated in the seconds range 
interval by the ICT device, encrypted and encapsulated to dedicated 
communication protocol and send to control module, where this data is 
decrypted and de-capsulated and stored into database for further use by 
other modules. 

 State of charge (SOC) and battery specific properties 

 Etc. 

Data set that needs to flow from data exchange module to field unit is: 

 Set-point data; Near real time set-point for load, generation or storage 
curtailment (remote control). 

 Set-point is initiated by TSO and flows to control module, which forwards 
this signal to data exchange module through ICT device and eventually to 
field unit in the second’s range. 

2.1.1.2.3 MODBUS TCP MODULE 

The Modbus Transmission Control Protocol (TCP)1 implementation is used within the 

cyberNOC, where cyberNOC is Modbus TCP slave and remote terminal units (RTUs), 

or more specifically, energy asset’s RTU controller is Modbus TCP master.  

Once the user configures the needed parameters in the cyberNOC UI for connection 

with the RTU (Figure 4), the Modbus TCP data exchange module periodically (2s) 

connects to the RTU and pool all the requested data from the RTUs. The Modbus 

TCP data exchange module also has a built-in redundancy mechanism which 

ensures the data connection at all times. 

 

                                         

1 Modbus TCP is a version of the Modbus protocol used for communications over TCP/IP networks. 
Further information can be found in Section 2.4.4.1. 



 

 

 

 

 

20 

 

FIGURE 4: CYBERNOC UI SHOWING MODBUS TCP PARAMETERS USED TO CONFIGURE THE 

CONNECTION PROPERTIES WITH THE RTU 

The Modbus TCP signals that are currently supported by the cyberNOC platform are 

presented in Table 3. 

2.1.1.2.4 IEC 60870-5-104 (IEC 104) 

IEC 60870-5-104 enables communication between control station and substation via 

a standard TCP/IP network. The TCP protocol is used for connection-oriented 

secure data transmission. More general information about the IEC 104 

communication protocol can be found in 2.4.4.2. 

IEC 104 data exchange module is the master and the RTU units are slave. When the 

operator configures necessary IEC104 properties via cyberNOC UI, the module gets 

the information that new RTU needs to be connected and start the negotiation 

process by establishing the TCP connection. Once the TCP connection is 

established, RTU periodically sends the data to the IEC 104 data exchange module. 

The data is checked by the available properties in the cyberNOC and is processed 

accordingly. 

Similar as for Modbus TCP the user is able to configure the energy asset resource 

via cyberNOC UI, while configuring the communication parameters (Figure 5). 



 

 

 

 

 

21 

 

FIGURE 5: CYBERNOC UI SHOWING IEC104 PARAMETERS USED TO CONFIGURE THE 

CONNECTION PROPERTIES WITH THE RTU 

IEC104 messages that are supported by the IEC104 data exchange module are 

presented in the Table 6. 

2.1.1.2.5 FORECASTING MODULE 

Forecasting module is in charge of calculation of forecasting data (baseline and 

flexibility) for the particular energy asset. Different internal algorithms are in 

place to allow optimal forecasting calculation, which is crucial for good and 

reliable service to the TSO. 

The main tasks of the forecasting module are:  

 to provide a per-unit forecast of available flexible capacity and its costs to 
the bidding module before initiation of the bidding process,  

 to monitor resource behaviour, manage unavailability notifications from DR 
and DG units and provide an updated status of available flexible capacity to 
other modules (e.g., unit commitment module and control module) at any 
time between bidding process and provision of the contracted capacity, 

 to provide the baseline data of a resource (comprising one or more field 
units) in real time to the control module, 

 to provide the baseline data to data exchange module by real time 
calculation or correction of baselines provided by third parties (e.g., trading 
schedule or RES generation forecast). 
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The outputs of the forecasting module are used in different modules, such as for 

bidding/trading purposes and unit commitment modules etc.  

The Forecasting module comes with its APIs which allow third parties to 

authenticate and send/receive the data needed for the forecasting data. On one 

hand third party can receive the monitoring data from energy assets with the 

purpose of calculation of the forecasting data. On the other hand, the third parties 

can also send their forecasting data to the cyberNOC. This approach is usually 

practiced, where specifics of the energy assets are difficult to forecast. 

2.1.1.2.6 UNIT COMMITMENT MODULE 

The purpose of unit commitment module is to actively in real time decide which 

flexible energy assets will be used to activate in order to reduce the overall costs 

of the activation on the TSO request. The unit commitment module will maintain 

an internal merit order list which will be continuously updated (due to energy 

assets in the pool). The merit order will list the units based on their cost for 

activation and provide it to the control module. When the activation of the bid will 

occur the control module will activate the units in relation to the merit order list. 

The main functions of the unit commitment module are: 

 Reception of the information about the costs of a DR/DG field unit 

 Creation of the internal merit order list in a continuous manner 
 

2.1.1.2.7 CONTROL MODULE 

The control module is in charge of establishing and maintaining the connectivity 

with market centre (TSO, distribution system operator (DSO)) while exchanging the 

necessary information in real-time. 

Its main features are: 

 Exchanging verification and reporting data of the entire portfolio to the 
TSO, DSO 

 Receiving the activation signal requests – once the bids, offered by the 
cyberNOC on the balancing market (or energy), are accepted, TSO knows 
about the flexible capacity within the pool which could be provided by a 
particular balancing provider. Once this information is known, cyberNOC 
portfolio should be able to receive any set-point signal given from TSO 
automatic generator control (AGC) controller for the time of bidding 
interval. The received set-point signal is re-dispatched to connected energy 
assets according to internal merit order list as a result from unit 
commitment module. 

 Maintain the internal control loop – internal control loop is continuously 
checking activation process. It compares received set-point with realization 
within the pool and in case of out of tolerance deviations sends additional 
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signals to new energy asset. The goal of internal control loop is that control 
module always tries to fulfil a request. 

 

 DHEMS CONTROL FEATURES 2.2.

The DHEMS is the main controller of the system and it manages the rest of the 

controllers and devices of a microgrid (Figure 6), In addition, the DHEMS can also 

be the main controller of a hybrid plant (Figure 7). The DHEMS with the rest of the 

controllers and auxiliary devices (such as the power meters, asset controllers, 

SCADA…) establish a hybrid project. There is part of the DHEMS in the cloud which 

is managing the commands and set points received from the VPP and distributing 

them among all local DHEMS’s. The other part of the DHEMS is installed locally and 

it is in charge of distributing set points and orders among the local assets. 

For the TALENT concept the DHEMS has to be able to receive set points from the 

VPP and to distribute them efficiently among all assets of the network.  

 

FIGURE 6: MICROGRID ARCHITECTURE CONTROLLED BY A DHEMS 
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FIGURE 7: HYBRID FACILITY ARCHITECTURE CONTROLLED BY A DHEMS 

DHEMS must communicate with all devices of the local network, thus, DHEMS must 

be able to communicate using different communication protocols, such as 

ProfiNet, Modbus TCP, IEC 60870-5-104, OPC DA/UA… 

Likewise, the DHEMS must have a deterministic real-time response, at least in the 

control loop, thus network conditions are constantly checked by the DHEMS in short 

time intervals, assuring that all time the generation of the network covers the 

demand requested by the load/VPP. This feature implies that all faults can be 

solved very quickly in order to maintain the integrity of the whole system locally. 

In the case there is no VPP controlling the PCC of the network, or the VPP is not 

activated, the local DHEMS must manage the facility according the configuration 

set in the local SCADA of the network. Thus, the DHEMS must have different 

control modes for active and reactive power in order to fulfil grid requirements 

(see section 0.  

 DEFINTION 2.2.1.

The DHEMS can be defined in TALENT as a software tool in charge of managing a 

set of heterogeneous generation sources, controllable loads and batteries according 

to different criteria of stability, efficiency, cost, maintenance, environmental and 

power flow requirements. DHEMS can access the state of all the energy sources, 

both RES and non-RES, and the batteries, besides other exogenous data sources like 

weather data streams. This management software tool can be seen as a multi-

objective optimisation problem that seeks to reduce levelized cost of energy 

(LCOE), to maximise RES exploitation and to reduce batteries degradation and can 
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be applied at home, district and larger systems levels. One of the key components 

of the DHEMS is the batteries management and making a decision when the 

batteries have to be charged and discharged as well as to set the power rate. The 

batteries are very valuable to provide flexibility to the grid, but when they support 

many charging and discharging cycles, its degradation can be also a very important 

issue from an economic point of view. The other key component of the DHEMS is 

the compatibility with VPP by being able to produce the set points received from 

the high-level controller in the cloud. 

 TALENT implementation: DHEMS features for validation in La Plana 

For TALENT validation the HW platform of the DHEMS will be the SIEMENS IPC427E 

(Figure 8), which can execute a control algorithm developed in MATLAB Simulink in 

a real time execution each 20 milliseconds, which will be the local part of the 

DHEMS. 

 

FIGURE 8: SIEMENS IPC 427E. HW PLATFORM FOR DHEMS 

A huge range of devices have the possibility of working as the HW environment for 

DHEMS, it can be also done by a common central processing unit (CPU), but 

SIEMENS IPC427E device has been selected since it is a rugged device already used 

in SGRE. 

For electric data acquisition, the selected power meter is the SATEC PM180 (Figure 

9), which is able to communicate its electric measurements through Modbus TCP 

each 20 milliseconds, which is a very important capability for the DHEMS. There is 

a huge range of power meters, but this SATEC PM180 is has a good resolution in the 

measurements and is able to communicate faster than the others SGRE has tested 

in La Plana (such as the power meters from Kainos, Schneider ION or SIEMENS 

Sentron Pac)… 

Each power generation asset will have one PM180 device to send electric 

measurements to the DHEMS, in addition, the PCC will have another SATEC PM180 

device to measure the power output of the power generation venue. 
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FIGURE 9: SATEC PM 180 

SIEMENS IPC 427E and SATEC PM180 are both rugged, stable and accurate devices 

tested in SGRE for years. 

 DHEMS FUNCTIONALITIES 2.2.2.

This section explains the list of functionalities that the local DHEMS has to cover. 

Regarding active and reactive power control modes, more than one control mode 

can work at the same time, so the DHEMS manages all incompatibilities between 

them. All active power control modes have more priority than the reactive control 

modes and the most restrictive set point has the highest priority. 

2.2.2.1 ACTIVE POWER REGULATION 

The DHEMS can work with different control modes to meet the appropriated grid 

codes. The list of the active power control modes is the following: 

 P Available: The DHEMS manages all generation assets to generate all 

renewable available power. 

 Ramp Rate Limit: The DHEMS manages the ramp limits (kW/s) for all 

assets (Figure 10). 

 

FIGURE 10: ACTIVE POWER CONTROL MODE: RAMP RATE LIMIT 
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 Delta Control: The DHEMS manages a delta value between the available 

power and the set points; it can work with photovoltaics (PV), wind farm 

(WF) or both (Figure 11). 

 

FIGURE 11: ACTIVE POWER CONTROL MODE: DELTA CONTROL 

 Balance Control: The operator, using the SCADA or using communications 

sends a power set point (P set point). The DHEMS will follow that set 

point using the renewable sources (Figure 12). 

 

FIGURE 12: ACTIVE POWER CONTROL MODE: BALANCE CONTROL 

 P Limited: The operator, using the SCADA or using communications sends 

a P limitation. The DHEMS will not overcome that value (Figure 13). 

 

FIGURE 13: ACTIVE POWER CONTROL MODE: POWER LIMIT 

 P-f Control: The operator fixes a frequency (f) set point, the DHEMS 

following a preconfigured droop ramp will keep the f value in the set 

point (Figure 14). 
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FIGURE 14: ACTIVE POWER CONTROL MODE: P-F CONTROL 

 P Ensured: The operator, using the SCADA or using communications sends 

a P value that the whole system must generate. The DHEMS will use all 

kind of assets to reach that active power value. 

 Smoothing control: This control mode will avoid power fluctuations in 

the PCC. The grid operator will fix a period of time to use it as a filter of 

the power output at the PCC, thus the DHEMS will calculate the average 

value of the renewables for that fixed time, and the result will be the set 

point of this control mode. Finally, the DHEMS will use the battery to 

compensate the deviations between the set point and the power 

generation, to set in the PCC the closest to the calculated value (Figure 

15).  

 

FIGURE 15: ACTIVE POWER CONTROL MODE: SMOOTHING CONTROL 

 Peak Shaving: The operator, using the SCADA or using communications 

sends a P maximum value that can be supplied from the external grid 

(Figure 16). The DHEMS will use the hybrid plant to generate the extra 

power required upon demand. 
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FIGURE 16: ACTIVE POWER CONTROL MODE: PEAK SHAVING 

 Current unbalance: The local DHEMS must be able to detect current 

unbalances and solve them by sending orders to the assets in order to 

guarantee the grid quality. 

 Harmonic control: The local DHEMS must be able to manage and filter the 

harmonics of the local grid by sending commands to the assets in order to 

guarantee the grid quality. 

2.2.2.2 REACTIVE POWER REGULATION 

The DHEMS can work with different control modes to meet the appropriated grid 

codes. The list of the reactive power control modes is the following: 

 PF Control: The operator, using the SCADA or using communications 

sends a power factor (PF) set point. The DHEMS must maintain that PF 

value modifying the reactive power. 

 Q Control: The operator, using the SCADA or using communications sends 

a reactive power (Q) set point. The DHEMS must maintain that Q value. 

 V Control: The operator, using the SCADA or using communications sends 

a voltage (V) set point. The DHEMS must maintain that V value modifying 

the reactive power. 

 Q/V Control: The operator fixes a V set point, the DHEMS following a 

preconfigured droop ramp will keep the V value in the set point (Figure 

17). 

 

FIGURE 17: REACTIVE POWER CONTROL MODE: Q/V CONTROL 



 

 

 

 

 

30 

 Q with P = 0:  The DHEMS manages the hybrid plan to generate reactive 

power with the generation assets without supplying active power. 

 PF/P Control: Depending on the P generated the DHEMS will generate 

reactive power with the plant depending on a PF-P Relation (Figure 18). 

 

FIGURE 18: REACTIVE POWER CONTROL MODE: PF/P CONTROL 

 S Limited: The operator, using the SCADA or using communications sends 

an apparent power (S) set point. The DHEMS must maintain that S value 

modifying the reactive power. 

 Q Standby: The DHEMS blocks any reactive power generation if this 

control mode is active. 

2.2.2.3 TSO/DSO/VPP REGULATION 

A system managed by the DHEMS is also compatible with two remote control 

modes: 

1. The hybrid system can be part of a whole virtual power plant composed by 

different energy plants located in different geographical points. Thus, cloud 

DHEMS will receive periodically set points for the PCC from the VPP and 

distribute them among local DHEMS’s. 

2. System’s PCC can be managed remotely from a TSO/DSO by receiving set 

points from it. 

The control is accomplished via internet connection, using a virtual private network 

(VPN) or a network address translation (NAT) connection to a TSO/DSO or a Virtual 

Power Plant controller to receive set points for the microgrid point of common 

coupling. The DHEMS will manage internally the distribution of the production 

between the assets in any case. 

2.2.2.4 INTRINSIC SECURITIES MANAGEMENT 

DHEMS must be able to manage all alarms and emergencies of all assets of the 

network. DHEMS is responsible for the safety of the whole system, so DHEMS must 

be aware of all limitations of the assets. 
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2.2.2.5 COMPLEMENTARY CAPABILITIES 

Some capabilities can be implemented to offer a better management of the hybrid 

facility, such as the following: 

 Automatic / Manual mode: The system should be able to work in 

automatic mode, but each subsystem could also be operated in manual 

through the SCADA. In manual mode, the DHEMS could receive all orders 

from SCADA and automatically distribute the set point between all 

devices of each subsystem.  

Each device can work in automatic or manual mode independently, so 

there is a possibility to mix the operation mode inside each subsystem. 

 Dirty solar panels detection: The DHEMS will include PV models to 

calculate the amount of energy that can be generated by the 

photovoltaic plant using data from the global horizontal irradiation and 

temperature. These models should incorporate adaptive characteristics 

to estimate the production even though the panel became dirty as it has 

been identified as one of the main error sources in La Plana PV panels 

models. In addition, it is also able to generate alarms to let the operator 

know if the photovoltaic plant needs to be cleaned. 

 Waveform generation: The DHEMS will include the capability to store 

data in a buffer with the information managed in the control algorithm 

each 20 milliseconds. That buffer can be exported in order to analyze the 

DHEMS behavior. 

 Dispatch Energy Forecast: The DHEMS runs some calculations on a daily 

basis to make a prediction of the energy dispatched of the plant for that 

week. It uses the meteorological forecast and the energetic model of the 

plant. The information about the energy that will be generated by each 

asset is shown in the SCADA. 

 Meteorological forecast: The DHEMS will be able to receive and manage 

data about the meteorological forecast of the emplacement using the 

meteorological service of SGRE. This forecast is used for calculating the 

optimal power for the charge and the discharge of the storage systems 

and is used also for the “dispatch energy forecast”. 

 Turbulence intensity: One of the most problematic issues of the 

renewable energy is the fluctuation of the power. For that reason, the 

DHEMS should be able to continuously calculate the power values, 

incorporating the renewable fluctuation into its algorithm, for instance 

to calibrate the spinning reserve values. This turbulence intensity is 

calculated externally by other SGRE services. 
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 BMS CONTROL FEATURES 2.3.

A battery management system (BMS) is an electronic system that manages 

the rechargeable modules and offers protections against temperature, current and 

voltage. Each BMS, acting as a slave card, also takes voltage and temperature 

measurements, digitizing, managing, packaging and sending them to the battery 

energy storage system (BESS), that manages the information received from each 

module sending the charging and discharging conditions to the converter (Figure 

19). Also, additional data like warnings and alarms are sent. 

 

FIGURE 19: BESS 

BMS specifications: 

 Monitoring: 6 - 24 cells. 

 Temperature sensor to monitor this parameter in the module. 

 Detection of the current, voltage and temperature of the cells. 

 Equalization. 

 External feed. 

 Alarm after finishing the triggering alarm stimulus. 

 Communications: CANBus/Modbus TCP 

 No display. 

 Electrical isolation. 

 

State machine: 

 READY mode: The master gives the order to the modules to enter this mode 
(there is no contactor closure). 
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 MONITORING mode: The master orders the modules to go into this mode. 

 ERROR mode: The module enters this mode at a signal from the HW/SW 
protections and activates (safety line). 

 SLEEP mode: The master orders the modules to enter this mode when the 
conditions defined by the master are met. 

 EQUALIZATION mode: The master orders the modules to enter this mode 
when the conditions comply with the requirements. 

 

 TALENT COMMUNICATION ARCHITECTURE 2.4.

TALENT control is based in two main aspects, communications and control features, 

both must be compatible and work at the same time with the purpose of the best 

control guaranteeing the grid stability. This section defines a list of requirements 

for both aspects. 

The most high-level control is the VPP which will control all plants and systems 

depending on it, this controller will be in charge aggregating the connected field 

electronics (energy assets) into the portfolio and unlock the channel by providing 

services, such as balancing services (mFRR, aFRR) or energy (intraday (ID), day-

ahead (DA)) to the most valuable market.  

By applying the state of the art and beyond state of the art features the VPP will 

with advanced algorithms upon the market request find the most suitable energy 

asset in the portfolio and activate it while ensuring the minimum deviation error 

and provide the reliable and secure service to the market/TSO/DSO. 

The second layer control, which is closer to the field electronics is the cloud 

DHEMS, which will be communicating to the VPP and the local DHEMS, which will 

control the assets of the hybrid installation. Local DHEMS will receive the plant set 

point and will distribute it between the plant assets, depending on their 

availability, enhancing the utilization of renewable energy. 

Another possible configuration is to have a plant incorporating a storage system 

controlled by a BMS, controlled directly by the VPP. By following the BMS usage 

guidelines and incorporating defined communication protocols, the VPP will be able 

to efficiently manipulate the batteries ensuring a proper functioning of the system. 

Following Figure 20 shows a complete TALENT communication solution including 

the communication protocols that may be used in any case of communication. Two 

cases will be analysed in detail: 

 CASE 1: VPP – BMS/BESS 

 CASE 2: VPP – DHEMS – PCS/BMS 
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FIGURE 20: TALENT CONTROL SOLUTION ARCHITECTURE 

 CASE 1: VPP - BMS/BESS 2.4.1.

Nowadays, the batteries in general play an important role in the energy business 

sector. Not just for providing the independent energy for off grid appliances or 

powering the electric cars - the BMS/BESS system can be exploited even further. 

The characteristics of the battery enable fast adoption to the current real-time 

requirements with charging or discharging the battery at particular times. These 

characteristics fit well with the balancing services requirements, where fast 

reactions are crucial to allow seamless operation of the power grid.  

The batteries are thus one of the most desired energy assets to provide such 

service. Of course, the batteries do not have unlimited capacities (amount of 

stored energy), thus they can’t operate by themselves. They need to be connected 

into the bigger ecosystem, such as VPP and be part of its portfolio. The cyberGRID 

VPP can utilise the batteries and use them when needed by constantly monitoring 

the battery data while charging and discharging it according to the market needs.  

To allow the communication with the batteries in scope of TALENT project 

between the batteries (BMS/BESS) and the VPP, MODBUS TCP communication 

protocol will be used. The control solution architecture is presented in Figure 21. 
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FIGURE 21: TALENT CASE 1 CONTROL SOLUTION ARCHITECTURE 

The following Table 3 shows the Modbus TCP specific parameters that can be used 

for communication between the VPP (cyberNOC) and the RTU, which in this case is 

the BMS/BESS. 

TABLE 3: MODBUS TCP SIGNALS SUPPORTED IN THE CYBERNOC 

Direction Signal name Function code Data format 

BMS -> VPP Active power (battery) FC4, (FC3) INT_16, 

INT_32, 

FLOAT_32 

BMS -> VPP Active power (meter 

level) 

FC4, (FC3) INT_16, 

INT_32, 

FLOAT_32 

BMS -> VPP Available capacity (pos. 

direction) 

FC4, (FC3) INT_16, 

INT_32, 

FLOAT_32 

BMS -> VPP Available capacity (neg. 

direction) 

FC4, (FC3) INT_16, 

INT_32, 

FLOAT_32 

BMS -> VPP Availability (pos. 

direction) 

FC2, (FC4, FC3) BIT_16 (FC2, 

FC4), INT_16 

(FC3) 

BMS -> VPP Availability (neg. 

direction) 

FC2, (FC4, FC3) BIT_16 (FC2, 

FC4), INT_16 

(FC3) 
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BMS -> VPP State of charge (SOC) FC4, (FC3) INT_16, 

INT_32, 

FLOAT_32 

BMS -> VPP DC Voltage FC4, (FC3) INT_16, 

INT_32, 

FLOAT_32 

BMS -> VPP DC Current FC4, (FC3) INT_16, 

INT_32, 

FLOAT_32 

BMS -> VPP Temperature FC4, (FC3) INT_16, 

INT_32, 

FLOAT_32 

BMS -> VPP Activation 

acknowledgement 

FC2, (FC4, FC3) BIT_16 (FC2, 

FC4), INT_16 

(FC3) 

BMS -> VPP other measurements 

(reactive power, 

baseline...) 

 FC4, (FC3) INT_16, 

INT_32, 

FLOAT_32 

VPP -> BMS Activation setpoint  FC16 INT_32, 

FLOAT_32 

VPP -> BMS Activation start/end FC5, (FC6) BIT_16 

 

Additionally, other standard protocols for the VPP integration could be 

implemented upon request, such as IEC 60780-5-104 (described in section 2.4.4.2). 

 CASE 2: VPP – DHEMS – PCS/BMS 2.4.2.

Since hybrid plants are growing, this will be the most common case for the TALENT 

concept. VPP will be in charge of analysing grid code requirements and according 

to that will send the plant set point to the DHEMS. DHEMS will be the responsible of 

the accomplishment of the received set point by distributing the set point between 

all power generation assets. In addition, DHEMS will have to decide the use of the 

power excess, it can be stored in the storage systems, or it can suffer curtailment.   

Following Figure 22 shows an example of a hybrid plant with this architecture 

solution. A hybrid plant is based on a windfarm with two wind turbines, one PV 
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inverter and one storage system. VPP will send the PCC set point to the DHEMS 

through IEC 104 protocol over the internet, DHEMS will prepare a set point 

distribution between assets and will send the individual set point to each 

generation unit. DHEMS will be responsible of taking all measurements and provide 

them to the VPP.  

In this case, the direct communication VPP-BMS is not necessary, because the 

DHEMS will guarantee safe and stable operation of the remote hybrid plant. 

 

FIGURE 22: TALENT CASE 2 CONTROL SOLUTION ARCHITECTURE 

Two communication aspects must be defined in this section: 

1. Communication VPP - DHEMS 

2. Communication DHEMS – PCS and PCS – BMS. 

The DHEMS must manage the storage system, but those commands should be sent 

to the Power Converter System (PCS) of the storage, which will communicate with 

the BMS directly and will oversee setting the set points received by the DHEMS, 

thus DHEMS will communicate only with the PCS. 

PCS must also be in charge of protecting the storage system by sending the active 

power (positive and negative) limits to the DHEMS to avoid overvoltage in cells that 

can cause damage to the battery reducing its State of Health (SOH). 

2.4.2.1 VPP – DHEMS: COMMUNICATION PROTOCOL 

The Communication protocol selected for this solution is IEC 60780-5-104 (IEC 104).  

VPP – DHEMS - Exchange Signals List (ESL) 

Following tables show the minimum variables that must be shared between DHEMS 

and VPP for controlling each DHEMS. By having those variables in both ends, the 

control will be possible. 
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The IEC104 data exchange module supports all the required signals listed in Table 4 

and Table 5. Additional info about the signals that are supported by the VPP 

platform is presented in the following Table 6. 

TABLE 4: ESL BETWEEN VPP – DHEMS – BMS/PCS: DHEMS TO VPP 

Direction Signal Importance Interval 

DHEMS -> VPP Active power measurement of 

entire facility. 

Must Periodic 

DHEMS -> VPP Active power measurement of unit 

N 

Recommended Periodic 

DHEMS -> VPP Voltage measurement on PCC Recommended Periodic 

DHEMS -> VPP Reactive Power measurement on 

PCC 

Recommended Periodic 

DHEMS -> VPP Positive availability unit N Must On change / 

Periodic 

DHEMS -> VPP Negative availability unit N Must On change / 

Periodic 

DHEMS -> VPP Available capacity positive unit N Should On change / 

Periodic 

DHEMS -> VPP Available capacity negative unit N Should On change / 

Periodic 

DHEMS -> VPP Activation acknowledgement unit N Should On change / 

Periodic 

DHEMS -> VPP Baseline power Should Periodic 

 

TABLE 5: ESL BETWEEN VPP – DHEMS – BMS/PCS: VPP TO DHEMS 

Direction Signal Importance Interval 

VPP -> DHEMS Set point of Active Power for PCC Must On change 
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VPP -> DHEMS Start/end external control 

activation 

Must On change 

 

TABLE 6: IEC104 SIGNALS SUPPORTED IN THE CYBERNOC 

Direction Signal name IEC104 message type Interval 

DHEMS -> VPP Active power 36 (floating point with 

time tag) 

Periodically 

DHEMS -> VPP Availability (pos. 

direction) 

30 (Boolean with time 

tag) 

on change or 

periodically in 

1-15 min 

DHEMS -> VPP Availability (neg. 

direction) 

30 on change or 

periodically in 

1-15 min 

DHEMS -> VPP Available capacity (pos. 

direction) 

36 on change or 

periodically in 

1-15 min 

DHEMS -> VPP Available capacity (neg. 

direction) 

36 on change or 

periodically in 

1-15 min 

DHEMS -> VPP Activation 

acknowledgement 

30 on change 

VPP -> DHEMS Activation setpoint 63 (floating point with 

time tag) 

on change 

VPP -> DHEMS Activation ON/OFF 58 (Boolean with time 

tag) 

on change 

2.4.2.2 DHEMS – BMS: COMMUNICATION PROTOCOL 

The Communication protocol selected for this solution is Modbus TCP, for both 

communication lines: PCS – BMS and PCS – DHEMS. 
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DHEMS – BMS: Exchange Signal List 

The list of variables that BMS and PCS should exchange to guarantee a correct 

operation from the DHEMS are shown in the following tables. Using all signals from 

Table 7 and table 8, BMS and PCS can be controlled just communicating to the PCS.  

TABLE 7: ESL BETWEEN VPP – DHEMS – BMS/PCS: BMS TO PCS 

Direction Signal Importance Interval 

BMS -> PCS State of Charge (SOC) Must Periodically 

BMS -> PCS State of Function (SOF) Must Periodically 

BMS -> PCS State of Health (SOH) Must Periodically 

BMS -> PCS Voltage of the battery Must Periodically 

BMS -> PCS Active Power of the battery Must Periodically 

BMS -> PCS Current of the battery Must Periodically 

BMS -> PCS Voltage cell N Recommended Periodically 

BMS -> PCS Temperature cell N Recommended Periodically 

BMS -> PCS State of the system Must Periodically 

BMS -> PCS Alarms and warnings Must Periodically 

 

TABLE 8: ESL BETWEEN VPP - DHEMS – BMS/PCS: PCS TO BMS 

Direction Signal Importance Interval 

PCS -> BMS Open / Close internal switch Must On change 

PCS -> BMS Start / Stop System Must On change 

 

Following Table 9 and Table 10 define the signal exchange list between DHEMS and 

PCS. 
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TABLE 9: ESL BETWEEN VPP - DHEMS – BMS/PCS: DHEMS TO PCS 

Direction Signal Importance Interval 

DHEMS -> PCS Set point of Active Power for the 

storage system 

Must Periodic 

DHEMS -> PCS Set point of Reactive Power for 

the storage system 

Must Periodic 

DHEMS -> PCS PCS Start / Stop Must On change 

DHEMS -> PCS PCS Connect / Disconnect Must On change 

DHEMS -> PCS PCS alarm reset Must On change 

DHEMS -> PCS Modify current N level Recommended Periodically 

 

TABLE 10: ESL BETWEEN VPP - DHEMS – BMS/PCS: PCS TO DHEMS 

Direction Signal Importance Interval 

PCS -> DHEMS Active Power of the system Must Periodically 

PCS -> DHEMS Reactive Power of the system Must Periodically 

PCS -> DHEMS Voltage of the system Must Periodically 

PCS -> DHEMS Current of the system Must Periodically 

PCS -> DHEMS State of the system Must On Change 

PCS -> DHEMS Alarm N of the PCS Recommended On Change 

PCS -> DHEMS Positive active power available Recommended Periodically 

PCS -> DHEMS Negative active power available Recommended Periodically 

PCS -> DHEMS Positive reactive power available Recommended Periodically 

PCS -> DHEMS Negative reactive power available Recommended Periodically 
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PCS -> DHEMS Current N Recommended Periodically 

 CYBERSECURITY GUIDELINES  2.4.3.

The goal of defining cybersecurity in any given system is to obtain a mechanism or 

component that ensures the proper operation, specially focused on information and 

communication technologies. It also must guarantee the protection and integrity of 

system’s data. 

The guidelines addressed in [1] and [2] establish some basic steps to preserve 

cybersecurity principles. First task should be to analyse the system risks and 

vulnerabilities. The second step will be to examine the possible threats that could 

target the system. And after all the analysis, it is mandatory to select and 

implement countermeasures for the possible risks and threats.  

The review of the system architecture, shown in Figure 22, pointed out the most 

likely risks and vulnerabilities inside the system. The main danger to be emphasize 

is related to communications between components, specially between DHEMS and 

VPP, and DHEMS and PCS. A system that is involved in communications and data 

sharing assumes some intrinsic weaknesses, as indicated in [3] and [4]. Moreover, 

user identification in cloud platform is another possible gap in system if it is not 

managed in an appropriate way. 

Other issues due to external agents can cause damages on devices, problems in 

communication networks and electric supply of system’s devices that must be 

included in risk and vulnerabilities. 

After that risks’ analysis we need a general view of possible threats that our system 

can suffer. Actions like vandalism, thefts or sabotages are considered threats. 

Natural disasters and weather’s issues also are included because they have 

negative effects in system’s security. This section is supported by [5]. 

Related with information and communication systems, accessing to consumer 

and/or system information via communication network interference are possible 

threats in communications between DHEMS and VPP, as equal as DHEMS and PCS. 

Besides, theft of users’ identities in cloud platforms, malwares and other kind of 

computer viruses are possible threats that could attack our system, mainly in VPP. 

Based on [2], [6], [7], as countermeasures, it is suggested a certain level of 

physical security in DHEMS installations, avoiding threats like vandalism and thefts. 

Different security measures such as recording and monitoring physical access to 

system installations are proposed. 

Also, countermeasures must preserve basic operation functionalities in the 

presence of weather and disaster issues as [2] indicates. Therefore, some 
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emergency operation modes that provide basic functionalities are suggested to be 

implemented. Furthermore, exclusive operation modes that work after voltage 

drops with the goal of a robust system restart. 

Linked to communications, the use of protected remote access to devices and 

equipment, monitoring of network traffic, coded identification of equipment and 

firewalls are great choices to preserve secure data sharing. Also, we propose the 

use of security copies in servers and/or cloud. 

Corresponding to equipment and devices, software from the supported devices 

should be actualized regularly to avoid security breaches. The use of protection 

software such as antivirus is a great choice too. 

Finally, we bring out the use of ISO 27001 as a great way to implement 

cybersecurity measures in future tasks of this project. 

All these cybersecurity guidelines showed in this section will be covered by task 

5.5, from M12 to M24 in the project. To summarize, the aspects that will be 

included in the task will be the following: 

 Analyse assets from final architecture of TALENT demos that needs 
cybersecurity. 

 Check information and communication systems involved in previous assets 
and identify risk, vulnerabilities and possible threats. 

 Countermeasures and common cybersecurity framework for TALENT project. 

 Shared development of mechanism that will be implemented in project with 
partners. 

 Plan of proof and verification. 

 COMMUNICATION PROTOCOLS 2.4.4.

2.4.4.1 MODBUS 

Modbus is a serial communication protocol developed by Modicon published by 

Modicon® in 1979 for use with its programmable logic controllers (PLCs). In simple 

terms, it is a method used for transmitting information over serial lines between 

electronic devices. The device requesting the information is called the Modbus 

Master and the devices supplying information are Modbus Slaves. In a standard 

Modbus network, there is one Master and up to 247 Slaves, each with a unique 

Slave Address from 1 to 247. The Master can also write information to the Slaves. 

Modbus is an open protocol, meaning that it is free for manufacturers to build into 

their equipment without having to pay royalties. It has become a standard 

communication protocol in industry and is now the most commonly available way of 

connecting industrial electronic devices. It is used widely by many manufacturers 

throughout many industries. Modbus is typically used to transmit signals from 

instrumentation and control devices back to a main controller or data gathering 
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system, for example a system that measures temperature and humidity and 

communicates the results to a computer. Modbus is often used to connect a 

supervisory computer with a RTU in supervisory control and data acquisition 

(SCADA) systems. Versions of the Modbus protocol exist for serial lines (Modbus RTU 

and Modbus ASCII) and for Ethernet (Modbus TCP) [8]. 

Modbus TCP is a Modbus variant used for communications over TCP/IP networks. 

This is a communication standard very common in power plants to receive data and 

command different assets. 

The frame format for this communication protocol is shown in table 11; the TALENT 

communication between DHEMS and PCS or PCS and BMS will be similar. The 

Modbus TCP dictionary is presented in Appendix A, Table 19.  

 

TABLE 11: MODBUS TCP FRAME FORMAT 

Name Length 

(byes) 

Function 

Transaction identifier 2 For synchronization between message of server and 

client 

Protocol identifier 2 0 for Modbus/TCP 

Length field 2 Number of remaining bytes in this frame 

Unit identifier 1 Slave address 

Function code 1 Function codes (1 to 43) 

Data byte N Data as response or commands 

 

2.4.4.2 IEC60780-5-104 

IEC 60870-5-104 (also known as IEC 870-5-104) is an international standard, 

released in 2000 by the International Electrotechnical Commission (IEC). As can be 

seen from the standard's full designation 'Network access for IEC 60870-5-101 using 

standard transport profiles', its application layer is based on IEC 60870-5-101. 

IEC 60870-5-104 enables communication between control station and substation via 

a standard TCP/IP network. The TCP protocol is used for connection-oriented 

secure data transmission. 

IEC 60870-5-104 limits the information types and configuration parameters defined 

in IEC 60870-5-101, which means that not all functions available in IEC 60870-5-

101 are supported by IEC 60870-5-104. For instance, IEC 60870-5-104 does not 

support short time stamps (3-byte format), the length of the various address 

elements is set to defined maximum values. But in practice, vendors very often 
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combine the IEC 60870-5-101 application layer with the IEC 60870-5-104 transport 

profile, without paying attention to these restrictions. This might then lead to 

problems if a device strictly applies the standard, and should be considered at the 

implementation of VPP and DHEMS. 

Interoperability between devices by different vendors is ensured by the 

interoperability list, which is defined by the standard. In the list, the function 

range is defined for each device by marking the applicable functions. The common 

denominator between different vendor lists defines the possible function range. 

The biggest advantage of IEC 60870-5-104 is that it enables communication via a 

standard network, which allows simultaneous data transmission between several 

devices and services. [9], [10]. 

The frame format for this communication protocol is shown in the following table 

12; the TALENT communication between DHEMS and VPP will be similar. 

 

TABLE 12: EIC 104 FRAME FORMAT 

byte\bit 7 6 5 4 3 2 1 0         

0 Start byte (0x68)   

APCI 

  

APDU 

1 Length of the APDU (max 253)     

2 Control field 1     

3 Control field 2     

4 Control field 3     

5 Control field 4     

6 Type identification   

ASDU 

  

7 SQ Number of objects     

8 T P/N 

Cause of transmission 

(COT)     

9 Originator address (ORG)     

10 ASDU address fields 

(2 octets) 

    

11     

12 Information object address fields (IOA)  

(3 octets) 

    

13     

14     

15 Object Information     

…       

…       

…       

n-1       

n       
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 INTEROPERABILITY (ISAAS) 2.5.

Nowadays, when there is a need for exchange of a large amount of different data 

and with appearance of the IoT technologies, the developers/users of such 

technologies have a hard time deciding on the ways systems integrate between one 

and another. 

Companies producing different products that are scattered on the fields utilise 

some parts of the integration with their own proprietary backend system, such as 

administration, monitoring, etc. Usually such vendors offer end-to-end service. This 

is of course sometimes good, but on the other hand locks their customers to their 

ecosystem. Practically this means when customers would like to switch to another 

solution, due to whatever reason, they have a hard time accomplishing that. 

Within TALENT, one of the goals is to provide a transparent ecosystem with defined 

standard and well enough established rules that are publicly available to use. The 

focus is therefore to create an interoperable system, enabling participation of 

different stakeholders, while allowing efficient exchange of important data 

between the platforms. 

The main communication channels were already discussed in the section 2.4. The 

well-known communication protocols were selected which are widely used in the 

energy sector, such as: IEC 60870-5-104 and Modbus TCP. Those are the most 

common protocols to connect different RTUs that are placed next to the energy 

assets or to integrate the system with any TSO or DSO. 
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3. TOOLS FOR PLANNING AND DESIGN OF NEW SCALABLE 

DECENTRALISED ENERGY SYSTEMS 

This section corresponds to task 1.3. The planning and design of decentralized 

systems is presented here. The developed tool is intended to be used during the 

planning and design stage of hybrid PV systems (energy storage + PV generation) 

that in the TALENT project are considered at the multi-home and district levels. 

This section includes:  

 Software tool results for design of energy storage systems. The software 

architecture is explained in ask 2.2 / WP2. A multiple-domain optimization 

(energy storage, power electronics, tariff constraints, load profiles) based on 

data-driven analysis has been used for a reduction in the overall system cost. 

LCoE is used as a figure of merit. 

 A general model to obtain the converter efficiency based on the input voltage 

and power is presented.  

 SOFTWARE TOOL 3.1.

The software has been developed under Matlab. Using an object-oriented design 

paradigm, it allows for its application to different scenarios, tackling the viability 

analysis at different scales. The interaction between the designed and the software 

is done by using the Matlab scripting language rather than by a graphical interface 

so the flexibility is improved. Still, graphical results are generated to allow the 

designer to take decisions. The aim of the software is to enhance system 

efficiency, find the most suitable energy storage and reduce costs involved. The 

Levelized Cost of Energy, LCoE (1), is presented as a figure of merit to evaluate the 

viability of the installation, where n is the lifespan of the installation, I0 represents 

the initial installation costs , the running cost includes the operation costs of the 

system, the revenue gathers the electricity bill savings, r is the discount rate 

assumed to be 4%, and EPV and EBESS is the total energy coming from the PV panel 

and the BESS, respectively, in a year.  

𝐿𝐶𝑜𝐸 =
𝐼0+∑

𝑅𝑢𝑛𝑛𝑖𝑛𝑔 𝐶𝑜𝑠𝑡 − 𝑅𝑒𝑣𝑒𝑛𝑢𝑒

(1+𝑟)𝑡
𝑡=𝑛
𝑡=1

∑ 𝐸𝑃𝑉
𝑡=𝑛
𝑡=1 +𝐸𝐵𝐸𝑆𝑆

 (1) 

 

 DESIGN CONSIDERATIONS 3.2.

For the design considerations, the three application scenarios are considered where 

each one has a specific target, as shown in Table 13. A comprehensive description 

of the software implementation according to this design considerations is included 

into the deliverable D2.2. 
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TABLE 13: APPLICATION SCENARIOS 

 Multi-home District system Utility-scale 

Power range (MW) ≤ 0.1 [0.5, 3] ≥ 3 

VDC range (kV) ≤ 800 ≤ 1.5 3 

BESS target 

Optimization of 

the shared power 

among the building 

loads, storage and 

generation 

Meet the demand 

load with generation 

plus energy storage. 

Act as generator 

source. 

Act as an ancillary 

services provider. Regulate voltage 

and frequency of 

the grid. Store surplus PV 

power generated. 

 

 BATTERY SYSTEM 3.2.1.

Easy BESS scalable solution based on the iBATT module (Figure 23), which can be 

connected in parallel (following the VDC constraints of Table 13) or series. The main 

characteristics of the iBATT include: 

o Energy: 8.6 kWh  

o Power: 18 kW 

o Output of 400 VDC . 

o Isolated boost conversion. 

o Easy voltage scalability. 
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 RESULTS 3.3.

It is analysed the generation plus an energy storage from the economic 

perspective. Here, it is presented a case corresponded to the District System case. 

The scenario presents two different installations with the same total capacity of 

926 kW:  

 A PV panel system (PVsys1). 

 A PV panel system (PVsys2) with an energy storage system formed by iBATTs.  

In this case, a fraction of the PVsys1 is substituted by the BESS, and the sum 

of the power installed of PVsys2 plus the storage is equal to the PV panel 

system capacity. Each branch of the energy storage system consists of 3 

iBATTs in series to reach a total voltage of 1.2 kV. 

 

 The profile is analysed with the Spanish tariff 6.1A of Table 14. 

TABLE 14: TARIFF 6.1A 

Tariff 

name 

 P1 P2 P3 P4 P5 P6 

6.1A (€/kW/ 

year) 
39.139427 19.586654 14.334178 14.334178 14.334178 6.540177 

 (€/kWh) 0.080022 0.059763 0.031845 0.015849 0.010233 0.006411 

 

Pmin 

(kW) 

Pmax 

(kW) 

Vmin (V) Vmax 

(V) 

VAT Electricity 

taxes 

Bonuses Metering 

450 Inf 1000 30000 21 5.11   

        

FIGURE 23: IBATT SCHEME 

400 V 

 

 

DC/AC/DC 

iBatt 

48 V 
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The main characteristics of the BESS and the PV systems and are gathered in Table 

15 and Table 16, respectively. 

TABLE 15: IBATT CONFIGURATION 

pbat 

(kw) 

ebat 

(kwh) 

series 

ibatt 

parallel 

ibatt 
v (kv) 

install. 

cost 

(€/kwh) 

running 

cost 

(€/kw) 

25.9 25.9 3 1 1.2 500 8.2 

 

TABLE 16: PV SYSTEM CONFIGURATION 

 
Ppeak 

(kW) 
Pn (kW) 

Number 

of 

modules 

Inverter 

power 

(kW) 

Install. 

Cost 

(€/kWh) 

Running 

cost 

(€/kW) 

PVsys1 1052 926 2391 26 780 18.5 

PVsys2 1023 900 2324 26 780 18.5 

 

Three cases will be analysed in parallel: 

 Load profile 

 PVsys1 + Load profile 

 PVsys2+ BESS + Load profile 

 

First, the contracted power by the user is minimized by using an optimization 

method. It is found which is the best trade-off between contracted power (CP) and 

penalization. Figure 24, Figure 25 and Figure 26 show how the CP price varies for 

each case and the best solution is highlighted for each period with a star. 

According to regulation, the capacity contracted should follow this restriction: CPPN 

≤ CPPN+1. 

It is shown that the integration of PVsys allows to reduce the contracted power of 

the user, whereas in this case the same reduction was achieved by the integration 

of PVsys1, and PVsys2 with the BESS. 
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FIGURE 24: OPTIMIZATION OF THE CAPACITY CONTRACTED OF THE LOAD PROFILE 

 

 

FIGURE 25: OPTIMIZATION OF THE CAPACITY CONTRACTED OF THE LOAD PROFILE WITH 

PVSYS1  
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FIGURE 26: OPTIMIZATION OF THE CAPACITY CONTRACTED OF THE LOAD PROFILE WITH A 

PVSYS2 + BESS SYSTEM  

In this case, the EMS strategy is to minimize the electricity bill. It is considered 

that when there is an excess of PV generation and the ESS is not capable to handle 

it, it is sold to the grid following the price of the market provided by OMIE for that 

period (Figure 27).  

The profile and electricity costs variation along the day are gathered in Figure 28 

for the whole year, and more detailed, magnified view, is shown in Figure 29. From 

the results, it is concluded: 

 The feed-in tariff (Figure 27) is higher when the PV generation is reduced 

due to the winter season (Figure 28). 

 In this case, the higher demands from the load occurred during the summer 

season, which coincided with the highest electricity costs. 

 In this case, it is assumed the generation is locally produced by the user. The 

mismatch between the load, BESS and the PV profile that allows to sell the 

energy excess back to the grid is reflected in the electricity bill.  
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FIGURE 27: FEED-IN TARIFF 

 

 

FIGURE 28: POWER PROFILE AND ELECTRICITY COSTS ALONG ONE YEAR FOR ALL CASES 
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FIGURE 29: POWER PROFILE AND ELECTRICITY COSTS DURING A WEEK FOR ALL CASES 

The results for each case are gathered in Table 17 when considering the system has 

a lifespan of 15 years. The savings obtained from the case with no BESS and with 

the BESS are very similar, however, the installation and running costs are reduced 

when using a BESS. In practice, the volume of the installation will be also reduced. 

On the other hand, the energy handled by the installation is also reduced when 

including a BESS for the same installation capacity.  

However, the final LCoE results are lower for the case with a BESS system. It has 

been obtained a final price of 33.73 €/MWh when installing a PVsys2 with the BESS, 

which is more competitive price in comparison to PVsys1, which has a LCoE of 34.82 

€/MWh.  

TABLE 17: ANNUAL ELECTRICITY BILL FOR EACH CASE 

 PVsys1 + Load profile PVsys2 + BESS + Load profile 

 Year Savings (k€) 24.6 24.6 

Energy used (MW) 153.3 149.8 

Installation costs 

(k€) 

722.3 715.12 
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LCoE (€/MWh) 34.82 33.73 

 

 

 NEW MODELS 3.4.

 

In this section, new models from the battery conversion efficiency are presented. 

Efficiency typically increases with size of the inverter, as shown in Table 18.  

TABLE 18: INVERTER EFFICIENCY AT DIFFERENT POWER RANGES 

Pconv [kW] η10% [%] η30% [%] η50% [%] η75% [%] η100% [%] 

100 90.3 94.9 95.2 95 94.4 

500 95.8 97 96.8 96.2 95.5 

1000 97 98.1 98.1 98 97.6 

 

Converter efficiency mainly depends on auxiliary circuits and drives (independent 

of power consumption); voltage drops, switching losses and ohmic losses, related to 

the power consumed; and other losses related to the input voltage [11] [12]. An 

approximate approach of the converter losses can be obtained with (2), which 

depends on the input voltage (Vin), input power (Pin) and a set of coefficients bx.  

𝑃𝑙𝑜𝑠𝑠 = (𝑏0 + 𝑏1 · (𝑉𝑖𝑛 − 1 + 𝑏2 (
1

𝑉𝑖𝑛

− 1))) + (𝑏3 + 𝑏4 · (𝑣𝑖𝑛 − 1) +

𝑏5 (
1

𝑉𝑖𝑛

− 1)) · 𝑃𝑖𝑛 + (𝑏6 + 𝑏7 · (𝑉𝑖𝑛 − 1) + 𝑏8 (
1

𝑉𝑖𝑛

− 1)) · 𝑃𝑖𝑛
2  

(2) 

These coefficients can be obtained from inverter efficiency data provided by the 

California Energy Commission [13], where the efficiency at different Vin and Pin is 

given, so the coefficients can be obtained from the expression (2). Once the 

coefficients are obtained, the losses of the power converter can be obtained at any 

operation point (2).  

Figure 30 shows an example of a 100 kW, where a comparison between the data 

[13] and the one obtained from the expression (2). The coefficients are obtained 
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from the operation points and then the expression is computed. The efficiency η, 

will be given by (3). 

𝜂 =
𝑃𝑖𝑛−𝑃𝑙𝑜𝑠𝑠

𝑝𝑖𝑛
 

(3) 

 

FIGURE 30: 100 KW CONVERTER EFFICIENCY EXAMPLE.A) REAL (ΗR) AND CALCULATED (ΗC) 

EFFICIENCY AT DIFFERENT INPUT VOLTAGE (VIN) B) ERROR OF THE EFFICIENCY CALCULATED 

 

4. CONCLUSIONS 

The software architecture for decentralized energy management systems and tools 

for planning and design of new scalable decentralized energy systems have been 

presented in this document. 

The software architecture for decentralized energy management systems has been 

defined by specifying the main elements of the system (VPP, DHEMS, BMS), as well 

as the communication between them. The VPP will send the PCC set point to the 

DHEMS through IEC 104 protocol over the internet; DHEMS will prepare a set point 

distribution between assets and will send the individual set point to each 

generation unit. DHEMS will be responsible for taking all measurements and provide 

them to the VPP. 

The VPP and DHEMS functionalities and architecture have been specified. The 

device providing the HW environment for DHEMS will be SIEMENS IPC427E, while 

SATEC PM180 is the selected power meter. 

Standard communication protocols (IEC 60870-5-104 and Modbus TCP) have been 

selected to enable efficient data communication. The signals to be exchanged 

between different parts of the system have been defined. 

V 
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The cybersecurity guidelines and framework were described and will be 

implemented in a related task 5.5. 

The system is designed under the standards of interoperability which will enable a 

direct cost reduction and a wider access to this technology to domestic and small 

users. 

Regarding tools for planning and design of new scalable decentralized energy 

systems, an example of a district system of a PV installation with and without a 

BESS with the same total capacity, have been presented. The LCoE obtained was 

reduced when integrating a BESS, decreasing the costs from 34.82 to 33.73 €/MWh. 

Also, a general technique to determine the efficiency of the inverter was included 

to be able to easily determine the efficiency. 
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APPENDIX A – MODBUS TCP DICTIONARY 

TABLE 19: BESS MODBUS dictionary 

Name Units Type Min Max Attrib 
Modbus 
Addr 

       

/* COMMANDS__0x2000.*/       

CMD_CONNECT  UINT8 0 MAX_UINT8_T READ_WRITE 0x2001 

CMD_DISCONNECT  UINT8 0 MAX_UINT8_T READ_WRITE 0x2002 

CMD_RST_ERRORS  UINT8 0 MAX_UINT8_T READ_WRITE 0x2005 

CMD_RESET_COUNTERS  UINT8 0 MAX_UINT8_T READ_WRITE 0x2006 

CMD_RESET_TOTAL_COUNTERS  UINT8 0 MAX_UINT8_T READ_WRITE 0x2007 

       

/* SIMULATION_ONLY__0x2090.*/       

SIMULATION_VOLTAGE_OFFSET V INT16 0 MAX_UINT8_T READ_WRITE 0x2091 

SIMULATION_FLG_ERROR  UINT8 0 MAX_UINT8_T READ_WRITE 0x2092 

       

/* GENERAL CONFIG __0x2500.*/       

num_mecs_in_stlec  UINT8 0 MAX_UINT8_T READ_ONLY 0x2503 

       

/* BATTERY STATE__0x3000._*/       

sm_state  UINT8 0 MAX_UINT8_T READ_ONLY 0x3001 

SOC % UINT8 0 MAX_UINT8_T READ_ONLY 0x3002 

SOH % UINT8 0 MAX_UINT8_T READ_ONLY 0x3003 

Battery_actual_capacity_Ah Ah UINT32 0 MAX_UINT32_T READ_ONLY 0x3004 

Battery_actual_capacity_mAs mAs UINT32 0 MAX_UINT32_T READ_ONLY 0x3006 

Corriente_de_consigna_de_carga 0.1A UINT16 0 MAX_UINT16_T READ_ONLY 0x3008 

Corriente_de_consigna_de_descarga 0.1A UINT16 0 MAX_UINT16_T READ_ONLY 0x3009 

remaining_time_to_battery_charge min UINT16 0 MAX_UINT16_T READ_ONLY 0x300C 

remaining_time_to_battery_discharge min UINT16 0 MAX_UINT16_T READ_ONLY 0x300D 
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battery_charge_voltage 0.1V UINT16 0 MAX_UINT16_T READ_ONLY 0x300E 

battery_discharge_voltage 0.1V UINT16 0 MAX_UINT16_T READ_ONLY 0x300F 

       

/* BASIC VALUES__0x3010.*/       

total_current 0.1A INT16 MIN_INT16_T MAX_INT16_T READ_ONLY 0x3011 

bus_voltage 0.1V UINT16 0 MAX_UINT16_T READ_ONLY 0x3013 

vcell_min mV UINT16 0 MAX_UINT16_T READ_ONLY 0x3014 

vcell_max mV UINT16 0 MAX_UINT16_T READ_ONLY 0x3015 

temp_min 0.1ºC INT16 MIN_INT16_T MAX_INT16_T READ_ONLY 0x3016 

temp_max 0.1ºC INT16 MIN_INT16_T MAX_INT16_T READ_ONLY 0x3017 

current_direction  UINT8 0 1 READ_WRITE 0x301A 

current_filter_mode  UINT8 0 3 READ_WRITE 0x301B 

current_filter_time ms UINT16 0 16383 READ_WRITE 0x301C 

sof_override_enable  UINT8 0 1 READ_WRITE 0x301D 

sof_override_curr_ch 0.1A UINT16 0 MAX_UINT16_T READ_WRITE 0x301E 

sof_override_curr_dch 0.1A UINT16 0 MAX_UINT16_T READ_WRITE 0x301F 

       

/* BATTERY STATE NC__0x3050._*/       

floating_current_NC 0.1A UINT16 0 MAX_UINT16_T READ_ONLY 0x3051 

battery_floating_voltage_NC 0.1V UINT16 0 MAX_UINT16_T READ_ONLY 0x3052 

battery_charge_voltage_NC 0.1V UINT16 0 MAX_UINT16_T READ_ONLY 0x3053 

error_external_battery  UINT8 0 MAX_UINT8_T READ_ONLY 0x3054 

       

/* ENERGY & CYCLE COUNTERS (Ah) 
__0x3100._*/ 

      

last_charged_capacity_Ah Ah UINT32 0 MAX_UINT32_T READ_ONLY 0x3101 

total_charged_capacity_Ah Ah UINT32 0 MAX_UINT32_T READ_ONLY 0x3103 

last_discharged_capacity_Ah Ah UINT32 0 MAX_UINT32_T READ_ONLY 0x3105 

total_discharged_capacity_Ah Ah UINT32 0 MAX_UINT32_T READ_ONLY 0x3107 

charging_cycle_counter  UINT16 0 MAX_UINT16_T READ_ONLY 0x3109 
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discharging_cycle_counter  UINT16 0 MAX_UINT16_T READ_ONLY 0x310A 

       

/* ENERGY COUNTERS (mAs) __0x3110._*/       

last_charged_capacity_mAs mAs UINT32 0 MAX_UINT32_T READ_ONLY 0x3111 

total_charged_capacity_mAs mAs UINT32 0 MAX_UINT32_T READ_ONLY 0x3113 

last_discharged_capacity_mAs mAs UINT32 0 MAX_UINT32_T READ_ONLY 0x3115 

total_discharged_capacity_mAs mAs UINT32 0 MAX_UINT32_T READ_ONLY 0x3117 

       

/* ENERGY COUNTERS (kWh) __0x3120._*/       

last_charged_capacity_kWh kWh UINT32 0 MAX_UINT32_T READ_ONLY 0x3121 

total_charged_capacity_kWh kWh UINT32 0 MAX_UINT32_T READ_ONLY 0x3123 

last_discharged_capacity_kWh kWh UINT32 0 MAX_UINT32_T READ_ONLY 0x3125 

total_discharged_capacity_kWh kWh UINT32 0 MAX_UINT32_T READ_ONLY 0x3127 

       

/* ENERGY COUNTERS (mWs) __0x3130._*/       

last_charged_capacity_mWs mWs UINT32 0 MAX_UINT32_T READ_ONLY 0x3131 

total_charged_capacity_mWs mWs UINT32 0 MAX_UINT32_T READ_ONLY 0x3133 

last_discharged_capacity_mWs mWs UINT32 0 MAX_UINT32_T READ_ONLY 0x3135 

total_discharged_capacity_mWs mWs UINT32 0 MAX_UINT32_T READ_ONLY 0x3137 

       

/* ENERGY COUNTERS BY TEMP (kWh) 
__0x3140._*/ 

      

total_charged_capacity_cold_temp_kWh kWh UINT32 0 MAX_UINT32_T READ_ONLY 0x3141 

total_discharged_capacity_cold_temp_kWh kWh UINT32 0 MAX_UINT32_T READ_ONLY 0x3143 

total_charged_capacity_normal_temp_kWh kWh UINT32 0 MAX_UINT32_T READ_ONLY 0x3145 

total_discharged_capacity_normal_temp_k
Wh 

kWh UINT32 0 MAX_UINT32_T READ_ONLY 0x3147 

total_charged_capacity_hot_temp_kWh kWh UINT32 0 MAX_UINT32_T READ_ONLY 0x3149 

total_discharged_capacity_hot_temp_kWh kWh UINT32 0 MAX_UINT32_T READ_ONLY 0x314B 

       

/* ENERGY COUNTERS BY TEMP (mWs) 
__0x3150._*/ 
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total_charged_capacity_cold_temp_mWs mWs UINT32 0 MAX_UINT32_T READ_ONLY 0x3151 

total_discharged_capacity_cold_temp_mWs mWs UINT32 0 MAX_UINT32_T READ_ONLY 0x3153 

total_charged_capacity_normal_temp_mWs mWs UINT32 0 MAX_UINT32_T READ_ONLY 0x3155 

total_discharged_capacity_normal_temp_m
Ws 

mWs UINT32 0 MAX_UINT32_T READ_ONLY 0x3157 

total_charged_capacity_hot_temp_mWs mWs UINT32 0 MAX_UINT32_T READ_ONLY 0x3159 

total_discharged_capacity_hot_temp_mWs mWs UINT32 0 MAX_UINT32_T READ_ONLY 0x315B 

       

/* FLAG INDICATORS__0x3200.*/       

FLG_CONNECT_PROCESS_FINISHED  UINT8 0 1 READ_ONLY 0x3201 

FLG_DISCONNECT_PROCESS_FINISHED  UINT8 0 1 READ_ONLY 0x3202 

FLG_BALANCE_REQUEST  UINT8 0 1 READ_ONLY 0x3203 

FLG_CELL_BALANCING_AT_REST_DONE  UINT8 0 1 READ_ONLY 0x3204 

FLG_ERROR  UINT8 0 1 READ_ONLY 0x3205 

Flag_change_CC_CV_by_battery_voltage_val
ue 

 UINT8 0 1 READ_ONLY 0x3206 

Flag_change_CC_CV_by_cell_voltage_value  UINT8 0 1 READ_ONLY 0x3207 

Flag_charge_completed_by_current_value  UINT8 0 1 READ_ONLY 0x3208 

Flag_discharge_recommended_by_battery_v
oltage_value 

 UINT8 0 1 READ_ONLY 0x3209 

Flag_discharge_recommended_by_cell_volta
ge_value 

 UINT8 0 1 READ_ONLY 0x320A 

       

/* BMS_DDICC_PARAM__0x3300.  
WARNING NOTIFICATIONS */ 

      

Overvoltage_warning  UINT8 0 1 READ_ONLY 0x3301 

Undervoltage_warning  UINT8 0 1 READ_ONLY 0x3302 

Overtemperature_in_charge_warning  UINT8 0 1 READ_ONLY 0x3303 

Overtemperature_in_discharge_warning  UINT8 0 1 READ_ONLY 0x3304 

Undertemperature_in_charge_warning  UINT8 0 1 READ_ONLY 0x3305 

Undertemperature_in_discharge_warning  UINT8 0 1 READ_ONLY 0x3306 

Continuous_overcurrent_in_charge_warning  UINT8 0 1 READ_ONLY 0x3309 

Continuous_overcurrent_in_discharge_warni
ng 

 UINT8 0 1 READ_ONLY 0x330A 
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/* BMS_DDICC_PARAM__0x3400.  ALARM 
NOTIFICATIONS */ 

      

Overvoltage_HW  UINT8 0 1 READ_ONLY 0x3401 

Undervoltage_HW  UINT8 0 1 READ_ONLY 0x3402 

Overvoltage_alarm  UINT8 0 1 READ_ONLY 0x3403 

Undervoltage_alarm  UINT8 0 1 READ_ONLY 0x3404 

Overtemperature_in_charge_alarm  UINT8 0 1 READ_ONLY 0x3405 

Overtemperature_in_discharge_alarm  UINT8 0 1 READ_ONLY 0x3406 

Undertemperature_in_charge_alarm  UINT8 0 1 READ_ONLY 0x3407 

Undertemperature_in_discharge_alarm  UINT8 0 1 READ_ONLY 0x3408 

Continuous_overcurrent_in_charge_alarm  UINT8 0 1 READ_ONLY 0x3409 

Continuous_overcurrent_in_discharge_alarm  UINT8 0 1 READ_ONLY 0x340A 

Peak_overcurrent_in_discharge_alarm  UINT8 0 1 READ_ONLY 0x340B 

Voltage_difference_alarm  UINT8 0 1 READ_ONLY 0x340C 

Temperature_difference_alarm  UINT8 0 1 READ_ONLY 0x340D 

Shortcircuit_in_charge_alarm  UINT8 0 1 READ_ONLY 0x340E 

Shortcircuit_in_discharge_alarm  UINT8 0 1 READ_ONLY 0x340F 

       

/* BMS_DDICC_PARAM__0x3900. WARNING 
COUNTERS */ 

      

Overvoltage_warning_counter  UINT16 0 MAX_UINT16_T READ_ONLY 0x3901 

Undervoltage_warning_counter  UINT16 0 MAX_UINT16_T READ_ONLY 0x3902 

Overtemperature_in_charge_warning_count
er 

 UINT16 0 MAX_UINT16_T READ_ONLY 0x3903 

Overtemperature_in_discharge_warning_cou
nter 

 UINT16 0 MAX_UINT16_T READ_ONLY 0x3904 

Undertemperature_in_charge_warning_coun
ter 

 UINT16 0 MAX_UINT16_T READ_ONLY 0x3905 

Undertemperature_in_discharge_warning_co
unter 

 UINT16 0 MAX_UINT16_T READ_ONLY 0x3906 

Continuous_overcurrent_in_charge_warning
_counter 

 UINT16 0 MAX_UINT16_T READ_ONLY 0x3909 

Continuous_overcurrent_in_discharge_warni
ng_counter 

 UINT16 0 MAX_UINT16_T READ_ONLY 0x390A 

       

/* BMS_DDICC_PARAM__0x3A00.  ALARM 
COUNTERS*/ 

      

Overvoltage_alarm_counter  UINT16 0 MAX_UINT16_T READ_ONLY 0x3A01 
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Undervoltage_alarm_counter  UINT16 0 MAX_UINT16_T READ_ONLY 0x3A02 

Overtemperature_in_charge_alarm_counter  UINT16 0 MAX_UINT16_T READ_ONLY 0x3A03 

Overtemperature_in_discharge_alarm_count
er 

 UINT16 0 MAX_UINT16_T READ_ONLY 0x3A04 

Undertemperature_in_charge_alarm_counte
r 

 UINT16 0 MAX_UINT16_T READ_ONLY 0x3A05 

Undertemperature_in_discharge_alarm_cou
nter 

 UINT16 0 MAX_UINT16_T READ_ONLY 0x3A06 

Continuous_overcurrent_in_charge_alarm_c
ounter 

 UINT16 0 MAX_UINT16_T READ_ONLY 0x3A07 

Continuous_overcurrent_in_discharge_alarm
_counter 

 UINT16 0 MAX_UINT16_T READ_ONLY 0x3A08 

Peak_overcurrent_in_discharge_alarm_coun
ter 

 UINT16 0 MAX_UINT16_T READ_ONLY 0x3A09 

Voltage_difference_alarm_counter  UINT16 0 MAX_UINT16_T READ_ONLY 0x3A0A 

Temperature_difference_alarm_counter  UINT16 0 MAX_UINT16_T READ_ONLY 0x3A0B 

Overvoltage_HW_alarm_counter  UINT16 0 MAX_UINT16_T READ_ONLY 0x3A0C 

Undervoltage_HW_alarm_counter  UINT16 0 MAX_UINT16_T READ_ONLY 0x3A0D 

Shortcircuit_in_charge_alarm_counter  UINT16 0 MAX_UINT16_T READ_ONLY 0x3A0E 

Shortcircuit_in_discharge_alarm_counter  UINT16 0 MAX_UINT16_T READ_ONLY 0x3A0F 


